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Abstract

Government organizations at all levels are facing intense pressure to establish and readiswss: the ability to

prepare for, respond to, and recover from crises and natural disasters. Readiness as a concept is easy to grasp in
principle, yet exceedingly difficult to implement due to the fragmentation of pregesthin the public safety

sector and a fundamentailéae to understand the difference between capacity and capability building to achieve
ReadinessA strategy is required that will enable heterogeneous public safety communities to achieve operational
agility before, during and after a crisis while optirinig their allocation of funding tarrive ata balanced readiness

posture.

No single individual, department, agency or organization has all of the information necessary to continuously
measuraeadiness within its geographic boundary. Participation in standardized measurement is often stymied by
disparate data storage, fragmented processes, budgets, politics, culture and resistance ¥ethasgecognized

that readiness saves livesherdore a practical approach is required to establish a framework for effectively
measuing readinesa gai nst a governmentdés prioritized Haear d/ Th
Indiana Department of Homeland Security has made significant psagnasiting all of the major stakeholders into

a cohesive public safety ecosystemdianais taking an innovative approach to achieyingeasuring and

optimizing readiness.We outline significant lessons learned, best practices, and feasible approaalzds

achievinga sustainable state pérvasive readiness which is theconceptof readiness as an integral part of the very

fabric ofanation.
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Overview

The art of war teaches us to rely not on the likelihood of the enemy's not coming, but on
our own readiness to receive him; not on the chance of his not attabkingther on
the fact that we have made our position unassailabl®un TzuThe Art of War

Over the past decade, there has been a significant increase in catastrophic events worldwide.
Since 2001, ounationhas responded to a wide spectrum of criticaidents both natural and
manmadé. The combined impact of these events has contributed to a growing sense of urgency,
and with it a renewed call for onationto increase itsesilience a term defined by the Obama
Administration asthe ability toadapt to changing conditions and withstand, and rapidly recover
from disruption due to emergenci€®

As our nationwatches the aftermath of thdple calamities of earthquake, tsunami and atomic

reactor meltdownsvhich struck Japartheflood waters rising along the Mississippi River the
poignantimages of citizens from Texas to Florida rummagm@gugh the rubble of homesd
businessedevastated by an historic tornado outbrétiere is a growingoncerrthatdespite

the rhetorg, studies, and billions invested, therassyetlittle consensus on what constitutes

fresilience’do | et alone how it can feheurageobsiamdtignal i n ac |
voiceshave beemaised in a reasoned attenptcall on policy makers o  carslaafed and

actionablg vision for aresilient America0 a nd a \pa&H tdwardche dperatienal

approach to achievingi

While policy makersacademiandthe private sector agree thasilience is a highly desirable
goal, it isalso recognized thaesilience itself needs to loefined,planned for and developed in
advancethat is, before communities, infrastructure or systems are comproiises.

! These have ranged widely in severity and scope from acts of man such as terrorist attacks, the catastrophic BP oil
spill, technological events including power grid crashes, the nuclear meltdown in Japan and cyber security
breaches, to severe weather incidents with massive earthquakes, tsunamis, volcano eruptions, hurricanes,
tornadoes, winter storms and flooding, all occurring within short spans of time.

2 presidential Policy Directive-8 (PPD-8), National Preparedness (Washington, DC: The White House, March 30,
2011). Available at http://www.dhs.gov/xabout/laws/qc 1215444247124 .shtm

¥ Among many severe weather events as of May 23", 2011 a total of 1,170 tornadoes were reported in the United
States. To date, 2011 has produced the most tornado-related deaths in the United States since 1936.
http://en.wikipedia.org/wiki/Tornadoes of 2011

* Some say resilience is a function of resources and adaptability while others argue that it can be engineered into
systems. It is our view that in practice, national resilience amounts to a sum of its parts, and can only be achieved
at a micro-level. National resilience stems directly from the ability of individuals, families, organizations,
corporations and communities to adapt to the new conditions a crisis imposes while minimizing casualties,
securing basic quality of life and preserving their core values and identity.

® Interim Task Force Report on Resilience (The George Washington University Homeland Security Policy Institute,
May 16", 2011). Available at http://www.gwumc.edu/hspi/policy/report Resiliencel.pdf

® Concept Development: An Operational Framework for Resilience (Homeland Security Studies and Analysis
Institute, August 27th, 2009)

Pervasive Readiness: Pipedream or Possible? Page [2


http://www.dhs.gov/xabout/laws/gc_1215444247124.shtm
http://en.wikipedia.org/wiki/Tornadoes_of_2011
http://www.gwumc.edu/hspi/policy/report_Resilience1.pdf

achievingresilienceis largely a function of our ability to &blish, maintairand measure
readinesSat all levels: individual, community, state and national

Theinherently unpredictableature ofemergencies makes it difficult to determameerfect
respons&to a particular incident or disasieradvance. In addition, becaussponse
organizations typically operate widonstrainedesourcesi is rarely possible tachiee ideal
preparednesdVhat is needed apgacticalways toproactivelyassessur readinessothat
government leaders as well as the puktiow what they canand cannoexpectduring a crisis

Efforts to address every shortfall that has been identified in advancastivdtcreae

unsustainable demands for incredexpendituresor focuslimited resources on shortfaltbat

may notin factbe the mosvital readiness issues that we need to sdhin the complex

landscape of public safety, it remains very difficult to answer fundamental questions such as

Ar e we r eMhchyt ?adoomweil need in order to become re
like these are vitalor making effective decisions about how to allocate our resources

Capacity vs. Capability

There have beeseverahttemptgo gaugereadinessSomehavefocusedon evaluating the
resources and activities easiest to quanti§ing themas predictors oivhatour response
systemsshouldbe able to accomplisfor instance, & knowthat having theroperequipment

is important, so ithatequipment is not available, response operations are unlikely to go well.
However, these simplistic appaches often do not differentiate between the purely quantitative
measure otapacity(individual response assets such as vehicios or equipment), and
gualitative measurement of respors@ability (which includedactorssuch aghe personnel,

skills, trainingandthe coordinatiorrequired to respond

As an example, if a jurisdiction hd® fire engines (capacityput only has qualifiedirivers for
two of them(capability) thenthe actual deployable responssources for a disaster are tfive
engines. Thiselationshipbetween capacity and capability is represented as:

AOWO ON D@QALG ON OO VRBIQI ¢ 01 OQI

While an understanding of the capaaigedediuring a crisis or disaster is important, it is
crucial to distinguish the capabilities required to support that cap@bityprevailing inabilityto
differentiate andiccuratelyneasurdoth capacity and capabilitgan have the effect of
misleading desion makers into making poor investment decisiansimay cause still more

" In this context, readiness implies the state of being fully prepared for something, including mitigation efforts
(attempts to reduce the effects of disasters or to prevent hazards from developing into disasters altogether).

¥ By this we mean the entire Ready A Respond A Recover continuum as our public safety community has a shared
mission to (1) mitigate known risks where possible, (2) maintain a state of readiness to contain the effects of
forecasted disastrous events to minimize loss of life, injury, and damage to property, (3) provide rescue, relief,
rehabilitation, and other services as necessary in the aftermath of the disaster, and (4) maintain a capability and
resources to continue to sustain essential functions.
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harm by fostering éalse sense of securitggardinga g i v e n | averallreadlinesst i on 0 s
level

The Readiness Gap

With towns, cities and states across America facing séetget deficits, an eroding tax base,

higher demands for services and escalating costs, funding for public safety has been drastically
reduced First responder personnel are being furloughed or laid off, and vital equipment

upgrades are being delayedmnagst communities struggle just to maintain basic servisethe

same ti me, both the cost of public Shefomgty and
term effect of these trends is to create a widening readiness gap which is rapidly #gr@ding

ability of many communities to prepare for, respond to and recover from critical incidents

Figure 1i Readiness Gap

Indiana faces these same headwinds, and yet over the last few years it has succeeded in making
significant strides towards thmplementation of a pervasive readiness strategyrategy which

not only evolved taddresshese trends, but also to galvanize people, processes and technology
to counteract them.

BeforeGovernor Daniels took office in 2005, balled a meeting of theany disparate

organizations which held a public safety function, including:Dbpartment of Healtindiana

National Guard, State Police, State Fire Marshal, and otHerasked the assembled participants

which of themhad control over multdisciplinary dispatch of response personnel and asBlés.
consensusvas t hat they all had fAia good working rel
support as needed. The Governoncludedhat this patchwork approach to commaamatt

control would severellimit operational agility by slowing down the decision cycle during a

® Over the last seven years, Homeland Security Grant Program funding for the Indiana Department of Homeland
Security has diminished over 89% from over $55 million to just over $5.6 million in 2011.
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crisis, potentiallycausing higher casualtiasdincreasecconomic damagevhile perpetuating
duplicative costs and inefficiencies.

This insightprovidedthe impetus to centralizand in 2005
Indiana consolidated all of its emergency management and
homeland security efforts int singledepartmentgreating the
Indiana Department of Homelai@kcurity(IDHS) with a central

mission:To safeguard the lives and property of the citizehs

: IVIIANA DEPARTMEN]
Indiana. aI#] ’HMEJ_AND/EEL'HRIT

This paper outlines some of the key principles and practical
applications which have been pioneered in the State of Indiana.
This approach has led #oreductiorof fragmentation by two means: first, by implementing a
unifiedregional structiec al | ed t Mogleldi Ddarsd rsedond, by the evo
datadriven approach to public safety whicteates a foundation for effectimeeasurenent of

readiness againstst a tpeodtzed Hazard/Threat Identifican and Risk Assessme(HIRA).

Finally, we will discuss some concepts essential tdithee developmerndf a measurable

frameworkto supporistate and natiorwide pervasive readiness™.

1% The term Pervasive can be defined as: existing in or spreading through every part of something. Thus Pervasive
Readiness is the idea of readiness as an integral part of the very fabric of our nation.
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A Framework for Pervasive Readiness

It's not the strongest of the species that survives, nor the most intelligent, but the one
mostresponsive to change Charles Darwin,On the Origin of Species, 1859

Disasters, having no geographical, economic or social boundaries, frequgatt muliple

jurisdictions Over the last few years, Indiana has experienced five federally declared disasters or
emergencies that spanned large regions of the Bratig these disasters, many local
communitiesvereoverwhelmed and required help from beyondrtheisdictional boundaries.

Requests by the impacted communibéiene x ceeded t he st ateds abil it
the needed resourcéss a result)ndiana relied omutual aid agreementswith other states and

the federal government to support the response efforts.

Indiana learned many lessons during these disastelglingthat readiness is a responsibility
shared by all layers of society other words, to achieve resilience on angle will require a
culture ofpervasive readiness that permeates our governments, local communities,
organizations, businesses and includes individual citizens

The Federal Emergency Management Agency (FEMA) outlined this concéptanent
strategic plancalling for innovation and collaboration to support communitgle disaster
preparedness:

eit takes alll aspects of a colmasedni ty (Vol unt
organizations, the private sector, and the public including sargsithemselves) not

just the governmeritto effectively preparéor, protect against, respond to, recover

from, and mitigate against ardisaster It is therefore critical that we work together to

enable communities to develop collective, mutually stimgoocal capabilities to

withstand the potential initial impacts of these events, respond quickly, and recover in a

way that sustains or i mp+beang.élewconimenitieso mmuni t y ¢
achieve this collective capacity calls for innovatiypeaches from across the full

spectrum of community actors, including emergency management, to expand and

enhance existing practices, institutions, and organizations that help make local

! Many state, tribal, and local governments and private nonprofit organizations enter into mutual aid agreements
to provide emergency assistance to each other in the event of disasters or emergencies. These agreements often
are written, but occasionally are arranged verbally after a disaster or emergency occurs. Federal Emergency
Management Agency, Disaster Assistance Policy 9523.6

'2 Enabling Government Efficiency, Implementation of the State of Indiana Homeland Security District Concept,
Indiana Department of Homeland Security, December 2010

3 We can likewise take examples from other countries such as Switzerland or Israel which have endured, or
continue to endure, significant and prolonged disruptions to their societies. During World War II, Switzerland (a
small but industrialized country with virtually no raw materials and limited agricultural capacity due to the alpine
nature of the topography) was completely surrounded by Germany and had to find innovative ways to increase
food production. Every available green space was cultivated with bread grain, vegetables or potatoes. This
approach enabled the Swiss to achieve a remarkably high level of self-sufficiency (resilience) during a prolonged
crisis.
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communities successful every day, under normal conditions, anddevisris social
infrastructure to help meet communiteeds when an incident occtfts.

To further ouma t 1 cesiliéneethe Obama Administration has called for the establishment of
a nafiionalpreparednesgo a | 0  withbe informéd by the risk of specific threats and
vulnerabilities and include concretagasurableandprioritized objectives to mitigate that

risk.0* (emphasis added)

Achieving this goal will require a rethinking of the structure of public sateigta standardized
process for assessing risks and optimizing readindsthout a disciplined approacghwe are like

a pilotwith no instrumentationunlikely to reach our destination, and unlikely to know it even if
we da

The Critical Importance of Structure

iYou can't manage whhasivell known adhgeriront the tesiaessorte . 0
appliesequallypublic safety. Withoutbeing able to measusemethingwe cannot telif it is

getting better or wors&Vithout this informationmanagers cannot systematically improveTio
measure, we must collect dabapfuts and outpujsdetermine how those will be expressed as a
standard (metric), and compare the measurement to a benchmark to evaluate progress
(outcomes)In addition, it isimportant to ascertiathe most practical level gfranularity i.e.

level of detail,for each measuremeritor examplea theoreticahierarchy used to measure the

Cc 0 u n teadingssevel might be the following:

10 FEMA REGIONS

50 STATES

v’

3,143 COUNTIES

>

95K+ LOCAL DEPARMENTS

~

3.9M+ FIRST RESPONDERS

308M+ CITIZENS

Figure 2i National Hierarchy

Y FEMA Strategic Plan 2011-2014
' Presidential Policy Directive-8 (PPD-8), The White House, March 30, 2011 p.2
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Thefurther one travels toward the base of the triangle, the more complex and fragmented the
information sources becom&chieving optimal granularity for measurement will often entail a
tradeoff between accuracy and cost.

Beginning in 2005, Indiana begangeriously rethinkboth public safetypolicies and structure
Governor Danielghallengedhe state to seek increased efficiencies, consolidate duplicative
services, and reduce wasi® measure progresagencies were asked develop key
performance inditors (KPIs)°f or cor-feadiicingo'zear vi ces .

For publicsafety theresult was thereation ofanindiana Department of Homeland Security
(IDHS), whichwasmaderesponsible foadministering State and Federal grant prograeising
standardsmanaging compliancandcoordinating activities across tkeatire continuum of
readiness, response and recovery.

For measurementhe IDHSquickly helpedto alleviatethe vexing problem ofagmentationlt
did this,first, by creating a regionalized approach to capability aggregation and readiness
measurementlie District ®ncep}; and secondoy consolidating its disparate information
sources into anutomatedenterprise systeff which servesis a focal poinfor capturing and
harmonizingstatewide compliance andeadinesslata.

10 DISTRICTS . OPTIMAL MEASUREMENT GRANULARITY

92 COUNTIES

v DATA CAPTURE

3,451 LOCAL DEPARTMENTS
/L ®

READINESS SUITE

120K+ FIRST RESPONDERS

v

6.9M+ INDIANA CITIZENS

Figure 3i Indiana State Hierarchy

'® KPIs are performance measures commonly used by an organization to evaluate its success or the success of a

particular activity in which it is engaged. (For more, see: http://en.wikipedia.org/wiki/Performance indicator)

" For example, at the Bureau of Motor Vehicles (BMV), Daniels said, time was money: 6Cut wait times and

Hoosiers (Indiana citizens) have more time to run their businesses or work at their jobs® ¢ | & heIntNdBai dAf G =
BMV won an international award for customer service for cutting wait times at license branches and they achieved

this while at the same time instituting federal-required steps to ensure IDs were secure (ReallD)

'8 |DHS uses the Acadis Readiness Suite software to manage real-time tracking of personnel, training and response

resources. http://www.envisagenow.com/acadis
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One of the reasons current methods for measuring readiness have proven inadequate is that most
jurisdictions lack reliable basic, qualitatiirformation about their response asgétée critical

skills, training and availability of personrehdthe status of emergency suppf&his lack of

data, which is the single largest impediment to measuring our readiness, is caused by the inherent
fragmentation of our public safety community

Fragmentation is a deepgmbedded systemic problem affecting many levels of public sétfety.
permeates everything from policies, budgets and jurisdictional authority to process, personnel
and critical resourcesn many cases, even core operational support functguch as situational
awareness, communications, and vital information systems andelai@n fragmented, and are
either redundant or unable to interoperate effectively.

Reducing Fragmentation: The IDHS District Model

IDHS established ten Homeland Secudiistricts across the state
of Indiana with the primary purpose of enhancing mutual aid
through a regional approach to preparedness planning. Together e o= [ -
thesedistrictsfocus on common strategic goals and objectives to S
meet national, state and local homeland security and public safety

needsThis approach strengthens emergency preparedness and =T il i
response operations, reduces overall public safety costs, and =~ [ [rlSEmEE o
encourages regional cooperation and teamweaikhdistrict is o
comprised of multiple counties with variodsferent needs, - el B

MMMMMM

resources and capabilities. The makeup of ethct is unique Lo o o
and can differ considerably from one area to another. o 107 Lo :
Communitieswithin adistrict can range from rural farmland and g+ ¢

small towns to sprawling urban areas.

AAAAA

Figure 4i Indiana Districts

This approacheduces fragmentation abeénefitsall levels of governmentsavell asthe
administration of vital services during disastekscording toa 2010repot by the IDHS?! the

District approactencourages collaboration and cost saving, afstieamlines the mutual aid
process enabling the counties in each District to directly support one another, and in turn, the
Districts to al Eheremom gsp wotes thaeregmral plartnihgecan.elominate
redundancies and increase emergency responders capabilities by allowing districts to leverage
shared emergency response assets. In addition, the approach makes the most of federal grant
funds whid can be applied to distrigtide needs, thus benefitting all counties within a district.

19 Such as their current number, location and disposition

20 Among many examples of this phenomenon, the authors had the opportunity to discuss these issues with a
Colonel from the National Guard who indicated that while there was a general idea of the number of humvees
available across the State, the Guard did not know which armory they were located in nor which were operational.
2! Enabling Government Efficiency, Implementation of the State of Indiana Homeland Security District Concept,
IDHS 2010.
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At the national levelFEMA implemented a similar concegprough the establishment of ten
regions designed to provide advice, training and funding to sustain anolviencapabilities and
coordination for disaster preparedness, protecti@pomse, recovery and mitigation between
states, tribaandthe federal governmenRegional offices act as a liaison and coordination hub
between membyestates and the DepartmaitHomelandSecurity on specific risks and matters
relevant to their region.

Figure 5i FEMA Region§’

Quantifying Risk 1 Beyond basic Risk Analysis

Managing risk is fundamentally looking ahead to the possibility of a disaster that is yet
to happen anthen to make cogienefit driven plans to prevent disaster or to reduce

our vulnerability to the disaster or mitigate the effects of disastlichael Chertoff

former Secretaryfor Homeland SecurityOctober2008

A critical tool for public safety is élazard/Threat Identification arRlisk Assessment whidk

the essentiafoundation forthe radinesgycle as well as angublic planning proces# risk

assessment is the process of measuring the potential loss of life, personal injury, economic injury
ard property damage resulting from potential hazards andmaate threatsA simpleformula

for identifying and evaluating hazardspecific risk(Rp))c o mbi nes a hawbfardés pr
occurrencendits impact For examplethe equation below illustrates that tirezard(H)
multiplied by a popul at(Vy preddces\aguantifableazard | i t y t o
specificrisk. %

?2 Image source: www.fema.gov
2% Another typical formulation is: Risk = (T, V, C) where T=Threat, V=Vulnerability and C=Consequence)
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R.= HxV,

Based on this analysis we should be able to conthatehehigher the risk the more urgeiis
that the vulnerabilities to the hazardreducedoy mitigation andeadiness effortdf, however,
no vulnerabilityexiststhen there will be no ris An example of this would be flood occurring
in an unpopulatedraa While thisformuladoes attempt to adjust for vulnerabilitipHS was
dissatisfied wittthis andother basicrisk assessment techniqueegilableas theylacked
sufficient granularity to assist policy makers and emergency mangeraking keydecisions
about asset allocation

In order to gain a deeper understanding of the possible threats across the state, the Indiana
Department of Homeland Security, in partnership with the Indiana Intelligence Fusion Center,
developed a comprehensive, statnv@nalysis of potential natural, technological, and human
caused hazard3his analysis is data driven addrived from information surrounding actual
events and experiences over the past 50 y€hesIDHSevaluated andankedeach hazard and
threatbasel on aCalculated Priority Risk Index (CPRI) scoring mechanism

The CPRIallowed a hazard,izeidentified to beevaluated
individually based on probability of occurrence, severity and impajiss
warning time, and duration. Each of the assessment criteria was
assigned a weighted numerical value based on a modified versio §&&s
the Calculated Priority Risk Index (CPRIDh& Magnitude/Severity
element of the CPRI was modified to capture not only the extent {
damage, but also the degree to which the hazard could impact
response operations. Each hazard was scored based on the crite
outlined in the modified CPREgeApperdix A, Table 1). The
hazards were then assigneRiak Rating based on theveightedCPRI Scoré4

Modified Calculated Priority Riskndex Categories and Definitions:

1 Probability: The chance that a particular hazard/threat will oocamsing serious
injuries and deaths, damage to property and critical infrastructure, disruption of essential
systems and services, and degradation of emergency response capabilities.

1 Magnitude/Severity: The relative size and overall impact a hazard/thnélhhave
should it occur

1 Warning Time: The amount of time between the initial warning and the onset of
hazardous conditions.

1 Duration: The length of time the direct effects of a particular hazard/threat will remain
active.

2% Indiana State Hazard/Threat Identification and Risk Assessment, 2010
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Risk Rating CPRI Score

4 - SevereRisk
2 - Moderate Risk 2.0c 2.99

Figure 6 Risk Rating Table

It is important to note, thatneffectiverisk assessment gssibly the most vital preequisite for
readinesss itis thefoundationfor theentirereadinesgycle. Risk analysishould be the basis
of mostaspects of public safegnd influencesverything fronplanning and budgeting to
equipping, training and exercising/ithout it, policy makers and emergentyanagers lack the
necessary tools to make informed decisions.

Unfortunately most statewide public safety risk assessments are blunt instruments at best;
unable to accurately contextualidsks withina granulargeographic boundaryr totake into
account the fundamental interdependencies of critical infrastrusitiréhe potential to cause
cascading hazards

To achievaneasurableeadinessequiresmore precision than a bastatewideCPRIscoreis
capable of deliveringAs a resultjn 2011IDHS significantlyexpandedts approaclin orderto
encompass a comprehensive analysis of hazards facing each dhsttiding theeconomic
impact of hazards, and tivtherentvulnerabilities within a district (e.g. general popidas,
functional needs populations, and impoverished populations). Identifdingdual hazards and

juxtaposing them with district vulnerabilitiggovides quantifiable
means of prioritizing risks withirach districtherebyincreasng the Bhie ot Iocinng

Homeland Security District Risk Score and
Comparative Analysis

effectiveness&nd accuracy of comprehensive emergency planning
and ultimatelyfostering unity of purpose among all public safety
stakeholder$®

| ndi appraadhsto risk measuremeasimore preciséecause it
utilizesa mathematical foundation bacrease the accuracy gk
scoling. ThePriority Risk Index(PRI) is designed t@ontextualize
risks within a districtandcanrank eachrisk by adjustingit via
guantifiable factors suchs:

1. Population Index: Measures the consequence based on the quantity and {ypepdd
residing within a Ostrict.

PLYRAIYF Q& aSOSNB 6AyiSNI a2 NwadhafardhStaldebiatl thekascadiig H nmm O NB
effect of wide-area power outages in sub-zero conditions.
% State of Indiana Homeland Security District Risk Score and Comparative Analysis, 2011.
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Economic Index: Measur es the value of a Districtos

Special Events Index: Quantifies the increased vulnerability and consequenct®eé

events which prompted the mass gathering of people within a District in the previous

year.

4. National Security Index: Scores the increased consequences from a hazard or terrorist
attack which impacts a Defense Industrial Base (DIB)

5. Critical Infrastructure Index: Quantifies the vulnerability and consequence of a
District with infrastructure identified as critical.

6. Preparedness Index: Adjusts risks based on previous investments in response

capabilities.

wn
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A Focus on All-Hazards Readiness

Readinesss a continuous cycle of planning, organizing, training, equipping, exercising,
evaluation and improvement activitidgsignedo ensure effective coordinatiocooperatiorand
the enhancement of capabilities to prevent, protect against, respoadover from, and
mitigate the effects of natural disasters, acts of terrodsh,other mammade disasters.

© Evaluate results /
@ Determine improvements

© Assess budget impact f
@ Incorporate findings _—¥

@ Assess risks

@ Develop plans

© Determine capability requirements
O Set budget priorities

@ Assess gaps

@ Develop exercises ;
@ Acquire resources

@ Exercise plans
© Recover
O After-action review

© Track and certify resources
O Arrange mutual aid

@ Assess training gaps
@ Conduct training /
(3] Certify presonnel and teams /'
© Manage compliance /

Figure 7i The Readiness Cycle

The more prepareal state or region i®r aspecificdisaster, the less impact that eves likely to
cause. Havingeadyassetpre-positionedbeforea crisisoccursenables a me agile and

effective responsand can limithe potentialdamage that a threat or hazi@ble to generaf®
For example, in case of pandemic, hawudficient vaccine on hand, a well planned distribution
methodology (which has been exerciseaid sufficient qualifiegpersonnelind volunteerso
administer the vaccination program will increase the effectiveness of the respomstate of

%" This process evolved out of the Homeland Security Presidential Directive-8 (HSPD-8) and is being further refined
under the previously referenced PPD-8. http://www.fema.gov/pdf/government/npg.pdf

%8 The need to affect a rapid response to an emergency is why we have trained police, firefighters or emergency
personnel on pre-positioned standby 24/7 and why our Nation maintains the Strategic National Stockpile (SNS)
which is maintained by the Centers for Disease Control and Prevention. It consists of medicine and medical
supplies that would be necessary to respond to a public health emergency. Centers for Disease Control and
Prevention, Office of Public Health Preparedness and Response: Strategic National Stockpile,
http://www.cdc.qov/phpr/stockpile.htm
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Indiana ha refined the alhazardé’ approach to public safetJ¥his means that all hazards are
considered during risk assessment and prioritized on the basis of impact and likelihood of
occurrence.Indianafocuses its efforts on managing tieadinessycle (Figure?) for the
following key reasons:

1. All critical facets ofpublic safetyoperations are represented, as optimal readiness implies
thatprevention,response, andcoveryoperationsarebalanced.

2. It focuses activities omaergency managemefunctionsfor which IDHS has preeminén
responsibilityandencourageshared responsibility for outcomes.

3. It dovetails withfederal initiatives such as the National Response FrameiM&tk) or
the National Incident Management System (NIM&)commonalities can be leveraged
for efficiency.

4. Measuring readiness providdg® necessary information émable the highest return on
investment for the State across all types of investments.

5. Tracking Readiness will enable near e visibility into district-specificneeds,
vulnerabilities andhelp pinpoint mitigation strategies.

Collecting Readiness Data

Measuring readiness requires the ongoing collection and consolidation of meaningful, accurate
and authoritative dafrelative to existing response capabilitiésd therein ies the problem.
The fragmented and complex nature of public safety makes this difacwlfwithout
automationgxpensive as well. Most fire, police and EMS departments are understaffed and
overworked Fewhave the time, personnel or inclination to enter data into a new information
system solely for the purpose of measurement, yet without thesehdgtajll not be able to
accurately assesker readiness level for an identified risk. So how eanergency response
departmentsvercome this resistanc&he way is taollectthe information needdwhile
individual first responders and departments provadgineinformation to theircertifying
authority. Public safety organizations can implemesthnology that simplifies mandatory
reporting requiremestand capturemuch of thedatarequiredfor readiness measurasfirst
respondergxecute individugbhases of the readiness cydiais solutionsimultaneously loweyr
the cost of operatiorend of readiness measuremémtall involved.

Indianais working to solvethis problem bymplementinga centralized information management
platform called the Acadis Readiness S@it&his technology providethe statevith a
centralized webbasedsystem for cataloging, managing, and sharing authoritative information

2% While there can be similarities in how one reacts to disasters, event-specific actions form the basis for most
emergency plans.

% prior to the establishment of the Department of Homeland Security there were six separate database systems
that contained information regarding the certifications/credentials of personnel. Many of the records were
duplicates, or lacked detail. Essentially, it was impossible for the State to get an accurate tally of the force strength
by discipline available to respond to specific emergencies.

%! http://www.envisagenow.com/acadis/public_safety.aspx
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regarding the location, credentials and readiness levts pérsonneandassetsThis includes
readycapabilities across all public safety disciplines.

The Acadissystem certits personnels fir eady 0 based on a,anari ety
givesIDHS the ability to verifywhat each first responder suthorized to daluring a crisis

Responsassets such aghiclescan be assigned a NIMgpe®? and their readiness level for

dispatch idikewisetracked®Ea ch fir eadi ne s s -astablished finietame ferdo has a
recertification alerting personnel that it is time to check the status of that assetapproach

vastly simplifies the colleatn of readiness data for public safety personnel and assets.

READY » RESPOND » RECOVER

RESOURCE & PERSONNEL TRACKING

'RESOURCE TRAINING DEPLOY

ONLINE TESTING

Training

Figure 8i Acadis Readiness Suite

%2 The National Incident Management System (NIMS) provides a systematic, proactive approach to guide
departments and agencies at all levels of government, nongovernmental organizations, and the private sector to
work seamlessly to prevent, protect against, respond to, recover from, and mitigate the effects of incidents,
regardless of cause, size, location, or complexity. NIMS Resource typing is the categorization and description of
response resources that are commonly exchanged in disasters through mutual aid agreements. The National
Integration Center (NIC) has developed and published over 120 resource typing definitions.
http://www.fema.gov/emergency/nims/FAQ.shtm#itemla

%% This new capability is under development and expected to come online in 2011.
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For Indiang the solutiorhas helped replaceanymandatory processéisat requiredengthy
paper formsvhich had to be entered into a database manu&iyexample, ambulanservice
providersare required tde certified along with their vehicléis orderto maintain their license
to operateFor an ambulance to be certifiedmust be in working order, have the appropriate
equipment onboard and therrect type of radio installedhmbulance providers are audited
periodically to ensure compliandekewise, every yeaipolice officersmustreport theirin-
service traininggontinuing education By automatinghe compliance trackingf items such as
these IDHS has been able to simplify thggregatiorof the datarequiredto evaluatesach
districtbdés readiness | evel

Measuring Readiness -- Putting it all Together

Greatness, it turns out, is largely a matter of conscious choice, and discipliim.
Collins*

We began this paper by arguing thatractical approach is required to establish a framework for
Pervasive Readinessthat can be effectively measured agai
Hazard/Treatldentification and Risk 8sessmerHIRA). All of the previously discussed

elements are preequisites to an effective readiness measuresteategy While each element

may haveindependent valugublic safety organizations will need to put all of the components

into practice in order to measuteir readiness with any accuracy.

There are five steps that are essential to measuring readiness, that are applicable at the local,
regional and national level:

1.) Determinestructure andneasuremengranularity

2.) Develop a Prioritized Risk Index (PRI)

3.) Collect andconsolidatereadinesslata

4.) CalculateRisk-Specific Readiness (RSRjores

5.) Utilize anadjusted CPRI to measure optimmahdiness

Over the past few years, Indiahas excelled damplementing alisciplined approach to

assessing its risks awdllecting the requisite information to quantify existing capabilities

However in order to make resource allocation decisions that have the highest probability of

i ncreasing a di s emergentydnanagers aeedaorelprecise wapi ne s s ,
measure a district 6s speeificdsk. madsisonpokcymnakersmeed at i v e
waysto optimizerisk-specificreadiness in order to ensure that resources are not Vigstedr

preparingfor a specific hazard.

% Good to Great and the Social Sectors, 2005, page 31.
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To accomplistthis requirs a Risk-Specific Readines®RSR) €oring mechanismvhich assigns
areadiness levelte a ¢c h o f iadividual ssksrTheRRiskdSpecific Readines®ER score
is computed on an inverse scalélie CPRI, and acts as a meidjustment tat.

Eachreadinessssessmemlement idased upom phase othe readiness cycknd isassigned a
weighted numerical valu®eadinesslemens are therscored based on theiteria outlined in
the RiskSpecific Readinedslatrix (See Appendix ATable2). TheRSRScoresanthenbe
assigned &eadinesfRatingbased on theveightedRSRScore In other wordsthe readiness
rating for aprioritized risk within a district is a function ¢1) planning for that specific risk, (2)
t he district 0 sandegupeneni(3)tfainingsagda(4) riskpedific exercises
conducted by district.

District Risk-Specific Readiness
;O QY YE Qg0 &YQQq
Where:
D, = A prioritized risk within adistrict
P, = Risk-specificplanning
OE= Organization anéquipment

T = Training
Er = Risk-specific exercise

Oncean RSR score has beealculated, the following ratings can be assigneghiable
emergency managers to interpret the numerical value.

Readines$kating RSR Score

3 ¢ Mostly Ready 3.0¢ 3.99

1 ¢ Not Ready 1.0¢1.99

Figure 9i Readiness Rating Table

Juxtaposing the CPRkore tahe RSRscorewill enableemergencynanagers and policy
makers taquickly gain a qualitative insight intorae g i readiréess postuffer each specific
threat and will allow managers to makeformed tradeoff decisions when planning readiness
activities ordeciding how to allocate scarce resour@stracking thesescores over time, a
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district can measure change® its overall riskspecific readinesg.hese data can be valualde
emergency managewghen communicating to policy makers and leaders both the positive and
adverse impacts of policies, changes in budwestaffing.Finally, a similarapproach could
greatlyassist thdederal government in measuring the impact of grant funding allocated towards
increasing preparedness.

2011 District X, Readiness Summary

Prioritized Risks Risk Rating] CPRBcore | RSRScore] Readiness Rating
1 ¢ Severe Winter Storm 3.40 3.20 Mostly Ready

3.30 2.85

2 ¢ Major Flood

3 ¢ Hazmat Incident - Transportation Moderate 2.85 400 |REGyD

5 ¢ Violent Tornado (XEF3) Moderate 2.65 2.20

2.20 1.90 Not Ready

Figure 10/ District Readiness Summary Table

6 ¢ Cyber Attack

Optimizing Readiness

Policy makersneed to knowhow to properly optimize readineggthin resource constrained
environmentsThe approach outlineldereprovides a solid framework for achieving a balance

between known risks and the public safety capabilities required to effectively respond to, and
recover fromthem Utilizing the data in hand, it is now possilfi@ governmentso easily

calculatetheir optimal readines$or a given threat by simply subtracting the R&ecific

Readiness Score from the CPRhe remaindeprovides arAdjusted CPRI score which

represents how optimaldh st r i ct 6 s r e aehchgiversttieatp ost ure i s for

Adjusted CPRICalculation
0 60 YOYYY 0 Q& ) YO

If the above calculation yieldsnggativescore the state or region sverpreparedandhas

likely allocated too many resources towards that Hskpositivescore is obtainedheyare
underpreparedand should consider additional measures to increase readiness for that particular
risk. A score close to zero (0) indicates an optimal balance between Risk and Re#ddstess.

falling within + .25 points could be considered within an @table optimization threshold
(Figurel1l).

% Tracking changes over time will ensure that bothA Y LINE GSYSy (ia | yRKk2NJ RSGSNA2Z2NI GA2y
posture can be effectively monitored.
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Q PLAN

@ ORGANIZE & EQUIP
@ TRAIN

@ EXERCISE

@ EVALUATE & IMPROVE

HAZARD/THREAT

>$ <$

OVER PREPARED UNDER PREPARED

. ACCEPTABLE RANGE

2011 District X Adjusted CPRI
Prioritized Risks Risk Rating] Adj. CPRI Conclusion
1 ¢ Severe Winter Storm 20 Acceptable Readiness
2 ¢ Major Flood High 45 Underprepared
3 ¢ Hazmat Incident - Transportation | Moderate -1.85
5 ¢ Violent Tornado (XEF3) Moderate .45 Underprepared
6 ¢ Cyber Attack - Grid Low 30 Underprepared

Figure 111 District Adjusted CPRI

Driving Change - Budgets and Performance Measures

To throw our hands up and say, 'but we cannot measure performance in the social
sectors the way you can in a business,' is simply a lack of disciglime.Collins®

Ensuring safety requires an undersiagaf risk and the implementation of a risk management

strategy. The sector is reeling under the combined impacts of doing more wahdgsstifying

their expenditures witdemonstrableeturn oninvestmentin essence, thé n e w

nfor mal

public saéty will more closely mirror the private sector than at any time in the past.

% Good to Great and the Social Sectors, 2005, page 7.
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However,the wayleaders and public safety professionals act to manages dtenlimited by
funding, staffing, bureaucracy, and competing prioritReshlic safety domairié arefragmented
andlockedinto programmatic and funding siloBailure to strategically align these domains and
focus them towards a common set of goalsdisiresulted inpoorallocation ofpublic

funding.

Utilizing a disciplinedHazard/Threat Idenigation and Risk Analysiprocess and the
corresponding Readiness Measurement provides policy makers with eoeldanrap for
achieving readinesslowever policy makeranust find ways tonstitutionalizethe approach.
There are two ways change is miigtly to happen: reacte public policy to an adverse eveat
proactiveleadership which aligns budgetsd performance measuresrorease return on
investment for tax payers

Budgets - Resource problem or priority setting/planning problem?

Whensetting prioritiesdr 2012 and beyondjovernments mustccept the resource constrained
environments they nowperatewithin; status quo is no longer an opti@@onfronted with lower
budgets, leaders have to be disciplined, prioritizing spending on thteesgential facets of their
public safety mission.

Further, the current economic climaseproducing additionddenefits such alsroader cross
agency planning ana better understanding of the impacts of decisions on the entire public
safety ecosystent.his realizatioris beginning to result ithe sharingof resources;eduction of
duplication, better and more routine information sharing and most importantly castihg kb
mentalityof the past.

Government at all levels have seen many condaptdiar to private sector make their way into
daily practie@ such asostbenefitanalysis,return oninvestmentindvalueadd. Even @encies

who provide essential services are now having to compete for priority among policy makers as
well as demonstratghcontinued improvement and efficiendyhis new culture of discipline

within government has made those charged with oversight of governmental services look to
evidence based practicedata driven strategieandtechnologyto innovate and reduce costs
James Taylor put it:The greatest ROl becomes possible when automating and improving
operational decisions across the enterpriée

%7 Law Enforcement, Fire, Emergency Medical, Homeland Security, Emergency Management and Public Health to
name a few.
%8 Business Rule Revolution: Running Business the Right Way, October, 2006.
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Performance measures - The importance of asking the right questions first.

Performance measures are discussed more often than they are understood by those who require
them and by those who will succeed or fail by them. Until recently performance measures were
not all that much of a concern to government service provatetiseywereonly required to

measure pure inputs (budgets, staff, resources) and outputs (clients served, services rendered).

However, the measing of outcome, basedon performance measuregeates greatelevel of
accountability.To understangberformance masuredt is crucialto understand business
processes andbwto alignthemtowards achieving an agencyision andmission.Performance
measureslocumentontinued improvemeras well agprogress towards thaesired future for
the organizationfailing to clearly articulate outcorieased performance measures reflects a
lack of visionf o r an o rfiguecongimency oeeds,sbudget realitiend leadership
objectives.

Performance measures typicallyglito either justify investment of tax payer dollargcor
measue progress towards stated godls.supportthe business cager governmentaéntities, it

is essential thaagencies andomainsacrosshe entireecosystem agree upon key performance
indicator (KPI) measures that refldtie needs of the collectivity. The challeriggs in
overcomingfragmentation irstate and federal guidance, policissategieand fundingas well
asdisconnected performance measures.

This was most recently discussedhereport entitledPerspective on Preparedness: Taking
Stock Since 9/1%° The report concluded that we still have a long way to go:

We uniformly believe that our Nation is significantly better prepared than it was on
September 11, 20@kach of us hasignificant anecdotal data, unique to our
jurisdictions, to support this premis€et we acknowledge that while stakeholders
across the Nation have been working to improve preparedness, specific, measureable
outcomes for these efforts have yet to be eédfind assesséd. Federal policymakers

have an admittedly mixed record in integrating local, State, Tribal, and Territorial
perspectives into federally developed policy and guidafiere is no consistent,
standardized way for local, State, Tribal, ahelrritorial governments to meaningfully
influence the preparedness policy proc&ss.

The diagram elow provides an examplhich showshow key performance indicatoshared
between traditional law enforcement, homeland securityeaandrgency managementrdains
would strengtherand unifypublic safetywhile beginningto address the concerns raised by the
citedreport.

%% See Conference Report accompanying Public Law 111-83, the Homeland Security Act of 2010.
“% Report to Congress of the Local, State, Tribal and Federal Preparedness Task Force, September 2010, page X.
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State Level Key Performance
Indicators
*Securing Lives and Property
*Increased Information Sharing
*Enhanced Communications

*Greater Community Involvement
*Provide Strong Customer Service
*Prevent Crime

*Public/Private Sector Business
Performance Measures Continuity Performance Measures

Homeland
Law Security /
Enforcement/ Emergency
State/Federal Cnm_lnal Management State/Federal
*Guidance Justice Unique Issues: *Guidance
Strategies st eess Preparedness Strategies
*Vision Deterrence *Vision

Investigative/ Prosecutorial Intelligence

Detection

SAA (USDOJ) SAA (USDHS)

BYRNE/JAG SHSGP/EMPG
*Drug/Crime Control +Preparedness

*Victim Services *Response

*Youth Services *Information Sharing/Fusion
*Information Sharing/Fusion Centers

Centers

*First Responder Training
*Substance Abuse Services

*Planning

Figure 12 Key Performance Indicators

This exampleillustrateshow key performance indicatornbegin to align funding, guidance,
strategies, vision and unity of effort between all levels of government sihileespecting our
federalistform of governmentAs shown above the process begins with dtatel key
performance indicatgrdriving the funding decisions aftate administrativeggncies and then,
aligning guidance, strategies and viswith well-defined performance measures (output and
outcome).

Clearly this is no small challengeowever, it is not only possible but worthy of the etffor

of well informed policy makers to act boldly and effect positive change. Recently, President
Obama's Homeland Security and Counterterrorism advebn Brennaraised a call to

action

But rather than a reason to fear, this must be a catétysadion. Instead of simply
resigning ourselves to what appears to some tindétable, we must improve our
preparedness and plan for all contingenciesteadof simply building defensive walls,
we bolster our ability at all levels, federakate,local and the private sector to
withstand disruptions, maintain operations and recover quitkly.

“! Remarks by John Brennan, Assistant to the President for Homeland Security and Counterterrorism, at the Center
for Strategic and International Studies (CSIS), May 26, 2010.
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Public Safety Ecosystems

We need to move away from the mindset that Federal and State governments are always
in the lead, and build upon the strength®of local communities and, more

importantly, our citizens. We must treat individuals and communities as key assets

rather than liabilities.--W. Craig FugateFEMA Administrator

It is clearthattoday the public, and those charged witistsafety, live in a different and more
complex world than existed a decade &8ume threats have remained static, but much has
changed with new threats and risks emerging dailydbatinue tohighlight the fragmentation
of our public safety community. Aeng as fragmentation is the norpyblic safetyresponse
structures will remain brittle angimergency response agenaigl continually be forced to
resort to heroic efforts to respond to and recover from disasters.

Achievng i Re s i Iwill renessitabe a rapid evolution which will eventually lead to the
extinction offragmentedegacy structures that create barriers between public safety
organizations and the communities and citizens they skrigamperative that we begwiewing
pubic safety asan ecosysterof inter-dependanbrganizations, communities, people and
processed.ike its namesake, public safetyecosystem is a highly symbiotic community whose
scope encompassesh e e nt iRespondRR &€ & & ¥ r 0 Thiscofleetiity is rhoee.than
the sum of its parts becauséoituses individual behavior towards a common sefoaisand
achieves resilience through increased levels of individuakséfitiency, collaboration, and
resource sharing among all stakeholders.

Theeconomic realitfacing local, state and federal governmé&issalso becoming a
catalyst for the active involvement of both fmévate sector and citizens. As former
Secretary of Homeland Security Michael Cherfadfnted out in 2008, readiness is tog ai
job for government alone:

The partnership model also acknowledges the reality that it is simply impossible and
impossibly expensive for the government to handle 100 percent of the homeland security
preparedness, prevention, response, and recoverpmaglities in the 21st century.

There are too many places, too many things, and too many people for the government to
take on the job of doing everything its&lf.

Publicsafetyecosystems wilbreak down théraditionalbarriers thaseparateis because
readiness concerns everyone. It is not the sole purview of governments, emergency managers, or

“2 The United States House of Representatives recently passed an appropriations bill for the Department of
Homeland Security (DHS) in fiscal 2012 that cuts about $1 billion from the department'’s budget in 2011, largely by
cutting grants for local first responders.

“* Remarks by Michael Chertoff, Secretary of the US Department of Homeland Security, The Future of Homeland
Security, The Brookings Institution, September 5, 2008.. http://www.hstoday.us/briefings/today-s-news-
analysis/single-article/house-dhs-spending-bill-sets-up-fight-over-grants-funding-for-
2012/1742de01e117309261d52aad155e52df.html
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first responderdut also in the interest dbmmunities, private organizations and citizem®

all have to work together as a unified team. Eacalvétal role to playwithin the context of
readiness, incident response and recov@rtyzens are quite capable and willing to take
responsibility for th& own safety and security artlat oftheir families. By quantifying risk and

our readiness to methat risk, we can more accurately set expectations and inform the public of
the appropriate steps they should take to increase their readiness level.

Developing a pervasive readiness framework and measuring our readiness s@ibvide
stakeholders withhe information needed to assdbhsriskswe faceand make informed traelef
decisions

Conclusion

Much work remains to be done to further evolve the concepts and refine the metrics for readiness
measurement outlined hetdowever, a basiand practicaframework for readiness

measurement is a vast improvement oveistaeus quand has allowed Indiana to prioritize its
investments, achieve significant cost savings, reduce redundancy, increagergaissional
coordination and materially reduce theecall fragmentation of the public safety system across

the state. The authors continue to conduct basic research into readiness measurement, and,
together with the Indiana Department of Homeland security, we are expanding upon the concepts
we have outling.**

“eKS I dziK2NB Ay O2fflo02NIdA2y 6AGK 2GKSNJ a0K2f | N& |+ NB
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Table 1: Modified Calculated PrioritiRisk Index

0.45 0.3 0.15 0.1
Probability Magnitude / Severity Warning Time Duration
4 - Highly Likely 4 ¢ Catastrophic 4 ¢ Minimal 4 ¢ Prolonged
Event is probable within the calendar year. A Local jurisdiction is overwhelmed and unable to effectively respond to the hazard. Local resources are inadequate or A No-notice up A More Than 1 Week
non-existent. Complete loss of communications. Massive regional, state, EMAC and federal response is required. to 6 Hours

Event has up to 1 in 1 year chance of
occurring (1/1 = 100%)

Federal disaster declaration.

A Localand regional medical services are unable to manage the volume of injuries and fatalities. Mass evacuation,

Chance of event is greater than 33% likely sheltering, and care of displaced residents, medical patients, high risk and vulnerable populations are required.

per year. "
A L, - A Loss of public utilities, government and essential services for more than 1 month. Widespread destruction of critical
90Syu Aa 4GKAIKEE fA] infrastructure, public and private property. More than 50% of critical and non-critical facilities and infrastructure

damaged or destroyed. Extended emergency response operations lasting more than 1 month may be required.

Event is probable within the next three years. A Local jurisdiction is unable to effectively respond without District-level mutual aid support and significant state A 6to12Hours A Up to 1 Week
assistance. Local resources have been expended and local agencies have reached the limits of their capabilities.
Communications seriously degraded with significant impact on operations. State disaster declaration.

P I P

Event has up to 1 in 3 years chance of

occurring (1/3 = 33%) .

A Local medical services are unable to manage number of injuries and fatalities. Patients require transportation to
regional medical facilities outside of the affected areas. Local area evacuations, sheltering, and care of displaced
residents, medical patients, high risk and vulnerable populations are required.

Chance of event is greater than 20% but less
than or equal to 33% per year.

9SSyt Aa aftAalStee A

D s

Loss of public utilities, government and essential services for up to 1 month. Significant damage to critical
infrastructure, public and private property over a large area. Up to 50% of critical and non-critical facilities and
infrastructure damaged. Emergency response operations lasting up to 1 month may be required.

2 ¢ Possible 2 ¢ Moderate 2 ¢ Limited 2 ¢Intermediate
A Eventis probable within the next five years. A Local jurisdiction is able to effectively respond with significant inter-local mutual aid support and limited state A 12-24 Hours A Up to 1 Day
A ) assistance. Local and mutual aid resources are adequate to support response. Communications systems operating near
Event has up to_l "l 5 year chance of capacity. Local medical services are able to manage volume of injuries and fatalities but are near the limits of their
B oceurring (1/5 = 20%). capabilities. Only critically injured patients are diverted to facilities outside of the affected areas. Limited evacuations
A Chance of event is greater than 10% but less and sheltering required.
. than or equal to 20% per year. A Lossof public utilities, government and essential services for up to 1 week. Significant damage to critical infrastructure,
A9gSyii O2dd R aL2aaArosf public and private property over a localized area. Up to 25% of critical and non-critical facilities and infrastructure

damaged. Response operations lasting up to 1 week may be required.

Local jurisdiction is able to manage incident with standard mutual aid and little or no state assistance. Local resources A 24+ Hours A Up to 6 Hours
are adequate to support response. Communications system operating normally. Local emergency.

Event is probable within the next 10 years.

Event has an up to 1 to 10 years chance of

occurring (1/10 = 10%). Local medical services are able to manage number of injuries and fatalities with on hand personnel and resources.

Chance of event occurrence is less than or
equal to 10%

908yl Aa adzytAlStec

Loss of public utilities, government and essential services for up to 24 hours. Damage contained to a single incident
scene and immediate area. Up to 5% of critical and non-critical facilities and infrastructure damaged.

P I e
S I S S

Response operations lasting up to 72 hours may be required.
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Table2: CalculatedRisk Specific Readiness

0.25
Plan

4 - Comprehensive

A Plan is connected to real time resource and
capability databases

A Modeling allows leaders to simulate risks

against actual capabilities and resources and

see shortfalls

A Trending

A Changes to readiness levels are monitored

and advanced planning occurs when possible

Historical situations are examined; needs for

capabilities including training and equipment
reflect best practices in Incidence response

Plans are updated within one month as
changes in resource availability occur

0.30
Organize/Equip

4 ¢ Capabilities baed Organization

A

Capability and Resource information is shared with other organizations
easily through connected systems and interoperable equipment

Large scale emergency response coordination with private industry
and other governmental agencies

Certifications for equipment and resources are monitored for
readiness

A
A
A

Gap analysis is regularly updated

Existing equipment is certified as ready

Sufficient equipment to deal with occasional medium scale
emergencies

Mutual aid plans in place to deal with large scale emergencies

D > P

0.30
Train
JecConsan ]

A Daily practices reinforce best practices
Mentoring and apprenticeship opportunities
for complex skills

Job rotation and cross functional teams used
to spread knowledge

A
A
A Adequate sustainment for current and future
training needs

Knowledge/skills/abilities are being taught

New employee orientation prepares
employees for expected disasters

Training environments are similar enough to
hazard conditions to develop muscle memory

> P> D

0.15
Exercise

4 ¢ Comprehensive

A Feedback from simulations is
incorporated into revised plans
(AARs and CAPs)

Live simulations occur routinely on a
variety of hazards

Simulation of recovery, not just the
event

Community involvement

D P P

Participation in state and federal
level full scale exercises

A Evaluation of simulations occurs
(AARs and CAPSs)
A simulations of the highest

probability risks occur at least
annually

A Plan exists but information is stale after years

A Plans exist but do not follow the National
Response Framework and/or FEMA's CPG
101 Guide Version 2.0 (2010)

Lacks knowledge of the threats and risks

Required capacity and capabilities not
understood

No documented plans exists

A

Sufficient personnel and equipment to deal with routine local
emergencies

All hazard incident training for some first responders

A Shortage in capacity exists to deal with local emergencies
A Shortage in capability exists to deal with local emergencies

A No continued funding mechanism for current sustainment

A Annual classroom training for other hazards

A Received local, state and federal training

Annual classroom training for the highest
probability risks

Required basic level training completed

No identified sustainment plan for training for
immediate future

A Plans demonstrate an all hazards approach Sustal_n_n"_lent plan in place for current and future capacity and . " A Actual resource counts are used in
. capabilities Current sustainment for training documented exercise
A Plans are vetted with stakeholders .

A Interagency involvement (state and
local) and future funding
sustainment plan

2 ¢Limited 2 ¢ Moderate 2 ¢ Limited 2 ¢ Limited
A Hazards are prioritized based on probability A New equipment purchases support national interoperability standards A Annual classroom and simulation training for A Table top Simulation of the highest
(NIMS) the highest probability risks probability risk occurs annually

A Limited functional exercises and
Local level exercises

A sustainment plan for exercises for
immediate needs

Response plans do not exist or are
updated only after actual disasters
based on lessons learned

No sustainment plan

Local jurisdiction exercise only
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